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• State Data Protection Authority (DPA)

• Located in Kiel, Germany

Source: en.wikipedia.org/

wiki/Schleswig-Holstein Source: Kolja21 via Wikimedia
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My talk

Once upon a time, there were two lovers …
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Nah, let’s stay 
professional

Security Data Protection 
(GDPR)
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Data controllers … 

have no idea! 

(more often than not)
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Sounds like the beginning of a joke: “A supervisory authority asks 
the data controller about the data processing …”

You have some funny 
questions! How am I 

supposed to know that?

Everyone does it. 
Nobody knows that.

Didn't feel like dealing 
with Article 30. Nobody 
would notice it anyway.

Data processing 
risk? Never 

thought about it.

Huh, does everyone have 
to do that individually?
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Accountability

Article 24 (1) GDPR

(1) Taking into account the nature, scope, context and purposes of 
processing as well as the risks of varying likelihood and severity for 
the rights and freedoms of natural persons, the controller shall 
implement appropriate technical and organisational measures to 
ensure and to be able to demonstrate that processing is performed 
in accordance with this Regulation. Those measures shall be 
reviewed and updated where necessary.

Article 5 (2) GDPR

(1)  [… Data protection principles …]

(2) The controller shall be responsible for, and be 
able to demonstrate compliance with, paragraph 
1 (‘accountability’).
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Let’s simplify things
for this presentation:

We’ll focus on 
security
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• Cyber   Resilience Act (EU) 2024/2847 as product safety legislation 

• Improvement of cybersecurity 
for “products with digital elements” (i.e., connectable to the Internet) 

• Manufacturer obligations 

1. regarding cybersecurity by design 

2. regarding sustainable vulnerability management, including updates 

• For the EU market: CRA compliance required, 
indicated by the CE marking

Icon: Ce Seal Icons by Freepik -

Flaticon
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Four 
categories:
rising risk,
increasing 
obligations

• Products with digital 
elements that are not 
important and not critical

Standard

• Operating systems

• Browsers, routers

• Identity and password managers

• Smart home products

• Wearables

• …

Important Important 
(Class I)

• Hypervisors

• Firewalls, intrusion detection 
systems

• Tamper-resistant microprocessors 
and microcontrollers

Important Important 
(Class II)

• Hardware devices with security 
boxes

• Smart meter gateways

• Devices for advanced security 
purposes

• Smartcards or similar devices, 
including secure elements

Critical

Icons: Document Icons by Awicon -

Flaticon
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Four 
categories:
rising risk,
increasing 
obligations

• Products with digital 
elements that are not 
important and not critical

Standard

• Operating systems

• Browsers, routers

• Identity and password managers

• Smart home products

• Wearables

• …

Important Important 
(Class I)

• Hypervisors

• Firewalls, intrusion detection 
systems

• Tamper-resistant microprocessors 
and microcontrollers

Important Important 
(Class II)

• Hardware devices with security 
boxes

• Smart meter gateways

• Devices for advanced security 
purposes

• Smartcards or similar devices, 
including secure elements

Critical

Icons: Document Icons by Awicon -

Flaticon

The greater the importance and criticality of 
products with digital elements, the more 
demanding the conformity assessment 
procedure that must be undergone before 
the product can be CE marked and placed on 
the market.
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Annex I of the CRA 
(Essential Cybersecurity Requirements),
Part 1

(1) Products with digital elements shall be 
designed, developed and produced in such a 
way that they ensure an appropriate 

level of cybersecurity based on the risks.



www.datenschutzzentrum.de

Should 

Data Protection Officers 

applaud 

enthusiastically?
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“Yay, 
together
we’ll 
manage 
the risk”
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Effective: effective regarding the intended effect; taking potential side effects into account

Examinable: possibility of meaningful examination of the guaranteed properties and effects

Lasting: at any time; also in the future; resilient

Article 5 GDPR

(2) The controller shall be responsible for, 
and be able to demonstrate compliance
with, paragraph 1 (‘accountability’).

Article 24 GDPR

(1) Taking into account the nature, scope, context and purposes 
of processing as well as the risks of varying likelihood and 
severity for the rights and freedoms of natural persons, the 
controller shall implement appropriate technical and 

organisational measures to ensure and to be able to 
demonstrate that processing is performed in accordance with 
this Regulation. Those measures shall be reviewed and 
updated where necessary.

Article 25 GDPR

(1) […] the controller shall, both at the time of the 
determination of the means for processing and at the 
time of the processing itself, implement appropriate
technical and organisational measures, such as 

pseudonymisation, which are designed to implement 
data-protection principles, such as data minimisation, 
in an effective manner and to integrate the 
necessary safeguards into the processing in order to 
meet the requirements of this Regulation and protect 
the rights of data subjects.

Article 28 GDPR

(3) […] That contract or other legal act shall stipulate, in 
particular, that the processor: 
[…]
h) makes available to the controller all information 

necessary to demonstrate compliance with the 
obligations laid down in this Article and allow for 
and contribute to audits, including inspections, 
conducted by the controller or another auditor 
mandated by the controller.

Article 32 GDPR

(1) […] the controller and the processor shall implement 
appropriate technical and organisational measures to ensure
a level of security appropriate to the risk, including inter alia 
as appropriate: 

[…]
b) the ability to ensure the ongoing confidentiality, integrity, 

availability and resilience of processing systems and 
services;
[…]

d) a process for regularly testing, assessing and evaluating 
the effectiveness of technical and organisational 
measures for ensuring the security of the processing.

Article 35 GDPR

(7) The assessment shall contain at least:
[…]
d) the measures envisaged to address the risks, 

including safeguards, security measures and 

mechanisms to ensure the protection of personal 
data and to demonstrate compliance with this 
Regulation taking into account the rights and 
legitimate interests of data subjects and other 
persons concerned.

Hansen/Probst: Souveräne

Sicherheit, Zero Trust und das 

Datenschutzrecht, DuD 10/2023, 

623-628
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Art. 5 GDPR:

• lawfulness, fairness and transparency

• purpose limitation 

• data minimisation 

• accuracy

• storage limitation 

• integrity and confidentiality 

• accountability
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Images: ChatGPT
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Okay, but security is no 
longer an empty promise?

Great!

Let's take a look at the fine print 
(the annexes of the CRA).
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CE marking

Annex I, Part I para. 2 letters e-h CRA

(2) On the basis of the cybersecurity risk assessment 
referred to in Article 13(2) and where applicable, 
products with digital elements shall:
[…]
e) … confidentiality …
f) … integrity …
g) …
h) … availability …
[…]

Icon: Ce Seal Icons by Freepik -

Flaticon
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CE marking

Annex I, Part I para. 2 letter g CRA

(2) On the basis of the cybersecurity risk assessment 
referred to in Article 13(2) and where applicable, 
products with digital elements shall:
[…]
g) process only data, personal or other, that are 

adequate, relevant and limited to what is 
necessary in relation to the intended purpose 
of the product with digital elements (data 
minimisation);

Art. 5(1)(c) GDPR

(1) Personal data shall be: 
[…]
(c) adequate, relevant and limited to what is 

necessary in relation to the purposes for 
which they are processed (‘data 
minimisation’);

Icon: Ce Seal Icons by Freepik -

Flaticon
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4. CRA: What do we get?
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Icons: Manual Icons by srip sowie

Ce Seal Icons, Document Icons, 

Product Icons und Source Code Icons 

by Freepik - Flaticon

CE marking Info to the user

Technical 
documentation

SBOM (Software 
Bill of Materials)

• Basis:
manufacturer‘s 
technical 
documentation

• … across the entire 
supply chain

• Valuable for 
security

• Valuable for the 
accountability of 
the controller
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Info to the user

Technical 
documentation

SBOM (Software 
Bill of Materials)

Article 31 CRA
Technical 
Documentation

Annex VII
Content of the Technical 
Documentation
incl. SBOM
(where applicable)

Annex II
Information and 
Instructions to the User

Icons: Manual Icons by srip sowie

Ce Seal Icons, Document Icons, 

Product Icons und Source Code Icons 

by Freepik - Flaticon

CE marking
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4. CRA: What do we get?
Technical documentation (valuable or boring?)

Cyber Resilience Act – consolidated version:
https://eur-lex.europa.eu/eli/reg/2024/2847/2024-11-20
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Annex II: Information and Instructions to the User

At minimum, the product with digital elements shall be accompanied by:
1. the name, registered trade name or registered trademark of the manufacturer, and the postal address, the email address 
or other digital contact as well as, where available, the website at which the manufacturer can be contacted;

2. the single point of contact where information about vulnerabilities of 
the product with digital elements can be reported and received, and 
where the manufacturer’s policy on coordinated vulnerability disclosure 
can be found;
3. name and type and any additional information enabling the unique identification of the product with digital elements;

4. […]
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Annex II: Information and Instructions to the User

At minimum, the product with digital elements shall be accompanied by:
[…]

4. the intended purpose of the product with digital elements, including the 
security environment provided by the manufacturer, as well as the 
product’s essential functionalities and information about the security 
properties;

5. any known or foreseeable circumstance, related to the use of the 
product with digital elements in accordance with its intended purpose or 
under conditions of reasonably foreseeable misuse, which may lead to 
significant cybersecurity risks;
6. where applicable, the internet address at which the EU declaration of conformity can be accessed;

7. the type of technical security support offered by the manufacturer and the end-date of the support period during which 
users can expect vulnerabilities to be handled and to receive security updates;
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Annex II: Information and Instructions to the User

At minimum, the product with digital elements shall be accompanied by:
[…]

8. detailed instructions or an internet address referring to such detailed instructions and 

information on:

(a) the necessary measures during initial commissioning and throughout the lifetime of the 
product with digital elements to ensure its secure use;

(b) how changes to the product with digital elements can affect the security of data;

(c) how security-relevant updates can be installed;

(d) the secure decommissioning of the product with digital elements, including information 
on how user data can be securely removed;
(e) how the default setting enabling the automatic installation of security updates, as required by Part I, point (2)(c), of 
Annex I, can be turned off;

(f) where the product with digital elements is intended for integration into other products with digital elements, the 
information necessary for the integrator to comply with the essential cybersecurity requirements set out in Annex I and the 
documentation requirements set out in Annex VII.

9. If the manufacturer decides to make available the software bill of materials to the user, information on where the 
software bill of materials can be accessed.
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Annex VII: Content of the Technical Documentation

2. a description of the design, development and production of the product with digital 
elements and vulnerability handling processes, including:

(a) necessary information on the design and development of the product with digital 
elements, including, where applicable, drawings and schemes and a description of the 
system architecture explaining how software components build on or feed into each other 
and integrate into the overall processing;
(b) necessary information and specifications of the vulnerability handling processes put in place by the manufacturer, 
including the software bill of materials, the coordinated vulnerability disclosure policy, evidence of the provision of a contact 
address for the reporting of the vulnerabilities and a description of the technical solutions chosen for the secure distribution 
of updates;

(c) necessary information and specifications of the production and monitoring processes of the product with digital 
elements and the validation of those processes;

3. an assessment of the cybersecurity risks against which the product with digital elements is 
designed, developed, produced, delivered and maintained pursuant to Article 13, including 
how the essential cybersecurity requirements set out in Part I of Annex I are applicable;

[…]



www.datenschutzzentrum.de

4. CRA: What do we get?
Overall picture
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Recital 32 of the Cyber Resilience Act

“[…] Data protection by design and by default, and 
cybersecurity in general, are key elements of 
Regulation (EU) 2016/679. By protecting consumers 
and organisations from cybersecurity risks, the 
essential cybersecurity requirements laid down in 
this Regulation are also to contribute to enhancing 
the protection of personal data and privacy of 
individuals. […]”
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Sounds good. But:

Do security measures 
always contribute to 

enhancing data protection? 
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5. Is the Cure worse than the Disease?

• What if a security measure itself 
creates a risk?

• When processing personal data:
the GDPR++ applies

• E.g. for logging, 
surveillance of employees, 
use of biometrics, 
malware scanning …
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Image: Sabrina Belle via Pixabay
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5. Disease � Cure

• Security as a legal obligation under the GDPR: 
What is required, what is permitted?

• What is permitted: 

 No processing of personal data without a legal basis

 This also applies to technical and organisational measures (TOMs) 
that process personal data

• Typical legal bases:

 Compliance with a legal obligation: Art. 6(1)(c) GDPR (in conjunction 
with ... e.g., Art. 32 GDPR or NIS-2 law)

 Balancing of interests: Art. 6(1)(f) GDPR

 Necessity, proportionality, ...
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5. Disease � Cure
(Absence of) a security measure creates risks

Risks to consider if …
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… there is no logging … logging takes place

Unlawful changes of purpose Disproportionate logging

Lack of examinability Disclosure of confidential data

Difficulty in controlling the processing Monitoring of conduct and performance of employees

Uncertainty regarding the correctness of processing Manipulation of logfiles

Uncertainty regarding the availability of processing (in 
retrospect)

Lack of confidentiality

Non-compliant data processing

Dynamic changes in IT

Inability to resolve security incidents

Source: New building block „Protokollieren“ of the 
Standard Data Protection Model: 
https://www.datenschutz-

mv.de/static/DS/Dateien/Datenschutzm

odell/Bausteine/SDM-

V3.1_Protokollieren_V2.0.pdf

Suitable TOMs for the TOM “Logging”, e.g. access control, protection against 
manipulation, processes for analysis/investigation, appropriate deletion periods …
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Example: Malware scan
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https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Grundschutz/International/bsi_it_gs_comp_2022.html
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Example: Malware scan
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https://arstechnica.com/information-

technology/2023/05/microsoft-is-scanning-the-

inside-of-password-protected-zip-files-for-malware/ 

https://learn.microsoft.com/en-us/answers/questions/2007466/are-costs-incurred-when-attempting-to-scan-passwor
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Example: Malware scan
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https://arstechnica.com/information-

technology/2023/05/microsoft-is-scanning-the-

inside-of-password-protected-zip-files-for-malware/ 

https://learn.microsoft.com/en-us/answers/questions/2007466/are-costs-incurred-when-attempting-to-scan-passwor
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Example: Access control with biometrics
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https://www.hrw.org/node/381593/printable/print https://interaktiv.br.de/biometrie-afghanistan/en/
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Example: Access control with biometrics
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https://edps.europa.eu/data-protection/our-work/publications/opinions/2023-05-11-edps-opinion-mep-biometric-attendance-register_en 

https://www.euractiv.com/section/data-protection/news/leaks-eu-parliament-mulls-using-meps-fingerprints-to-register-attendance/

LEAKS: EU Parliament mulls using MEPs’ 
fingerprints to register attendance, 
03.10.2023
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Example: DLP, IDS, SIEM, UEBA, Zero Trust 
� Employee surveillance?

Security by design and the GDPR – pretty much best friends? 37

Overview

1. Flying blind …

2. Upcoming: 
security by design

3. Relief for DPOs?

4. CRA: What do we get?

5. Disease � Cure

6. Conclusion & Outlook
DLP: Data Loss Prevention
IDS: Intrusion Detection System
IPS: Intrusion Prevention System
IRM: Insider Risk Management
SIEM: Security Information Event Management
UEBA: User and Entity Behaviour Analytics
Zero Trust: “Never trust, always check”

https://crackedlabs.org/dl/CrackedLabs_Christl_SecurityRiskProfiling.pdf, p. 16
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DLP: Data Loss Prevention
IDS: Intrusion Detection System
IPS: Intrusion Prevention System
IRM: Insider Risk Management
SIEM: Security Information Event Management
UEBA: User and Entity Behaviour Analytics
Zero Trust: “Never trust, always check”

https://crackedlabs.org/dl/CrackedLabs_Christl_SecurityRiskProfiling.pdf, p. 5
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Example: no adequate level of data protection 
– software and services

Case “Berlin Hack”, August-September 2026:

Ex-post data breach measure: 
Usage of security software 
with data protection risk:

• Berlin senate commissions 
US company CrowdStrike to 
investigate hacker attack

• Lichtenberg district rejects 
CrowdStrike because of 
the software’s “virtually 
unlimited access” to data and 
potential monitoring of work devices
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https://www.tagesschau.de/inland/reg

ional/berlin/rbb-bezirk-lichtenberg-

lehnt-anti-hacker-software-des-

berliner-senats-ab-102.html
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6. Conclusion & Outlook

• Situation of today: 
Data controllers have no idea! (more often than not)

• This means: Accountability is effectively rendered meaningless.

• Upcoming: security by design. In products. (Blind spot of the GDPR.)

• Cybersecurity legislation and product liability may be a game changer!

• Valuable for data protection (Art. 32 GDPR),
valuable as source of information on data processing

• DPOs should not only applaud , but demand information on security
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6. Conclusion & Outlook

• However: be aware of potential tensions 
between security and data protection

• All data protection principles have to be 
taken into account

• “Security first and foremost” could
become a problematic trend

• Legal basis, proportionality, think also about “TOM-TOMs”

• Joint effort needed to integrate the different perspectives.
ISMS + DPO + works councils++ should work together.
Communication is key.
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Image: ChatGPT
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