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Motivation

Data Subject Rights in the GDPR

Section 1

Article 12

Section 2

Article 13

Article 14

Article 15

Section 3

Article 16

Article 17

Article 18

Article 19

Article 20

Chapter 3

Rights of the data subject

Transparency and modalities

Transparent information, communication and modalities for the exercise of the rights
of the data subject

Information and access to personal data
Information to be provided where personal data are collected from the data subject

Information to be provided where personal data have not been obtained from the data
subject

Right of access by the data subject
Rectification and erasure

Right to rectification

Right to erasure (right to be forgotten’)
Right to restriction of processing

Notification obligation regarding rectification or erasure of personal data or restriction
of processing

Right to data portability

Art. 15 GDPR
Right of access by the data
subject

The data subject shall have the right to obtain from the controller confirmation
as to whether or not personal data concerning him or her are being processed,
and, where that is the case, access to the personal data and the following
information:

(@) the purposes of the processing;
(b) the categories of personal data concerned;

(c) the recipients or categories of recipient to whom the personal data have
been or will be disclosed, in particular recipients in third countries or
international organisations;

(d) where possible, the envisaged period for which the personal data will be

stored, or, if not possible, the criteria used to determine that period;



Subject Access Requests

Many well-known Issues (partly historic)

» Poor usability of request interface
= Excessive identity check

* Long processing time

» Denial of access

» Large information size

Information hard to understand
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Twitter faces GDPR probe for
refusing to comply with subject
access request

By Keumars Afifi-Sabet published October 17, 2018

Academic's request for information about how the platform tracks
him denied as it would take 'disproportionate effort

7, 2019, 4:00 PM GMT+

fgb " GDPR makes It easier to get
your data, but that doesn’t

mean you’ll understand it

138GB of data and no real answers

By Jon Porter, a reporter with five years of experience covering consumer tech releases, EU tech policy, online platforms, and
mechanical keyboards.

I WANT YOU BACK: GETTING MY PERSONAL
DATA FROM AMAZON WAS WEEKS OF
CONFUSION AND TEDIUM

| asked Amazon to provide the data it had collected on me. The
process was alabyrinthine endurance test.

Nikita Mazurov

Source: https://theintercept.com/2022/03/27/amazon-personal-data-request-dark-pattern/
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https://www.theverge.com/2019/1/27/18195630/gdpr-right-of-access-data-download-facebook-google-amazon-apple

https://www.itpro.com/general-data-protection-regulation-gdpr/32141/twitter-faces-gdpr-probe-for-refusing-to-comply-with
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Has the situation improved?

5 years after the GDPR has become enforceable
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Methodology

Twitter Accounts used in the study

2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

% Reference Account
O Verification Account 1

O Verification Account 2

ﬁ Verification Account 3
M Verification Account 4
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Methodology

Analysis Criteria

= Compliance with the GDPR:

= Accuracy (Art. 5): accurate and up to date

Format of personal data (Art. 12) : easily readable and accessible
= Structured format (Art. 20): machine-readable format

= Data minimization (Art. 5): storage duration, purpose

= Timeliness (Art. 12)

= Compliance with Twitter’s privacy statement
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Request your Data from Twitter

Settings
Q Search Settings

Your account

Monetization

Twitter Blue

Security and account access
Privacy and safety

Notifications

Accessibility, display, and languages

Additional resources
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Your Account

See information about your account, download an archive of your data, or learn about your

account deactivation options

[«

Account information
See your account information |

Change your password
Change your password at any t

Download an archive of yo
Get insights into the type of inf

TweetDeck Teams
Invite anyone to Tweet from thi
TweetDeck.

Deactivate your account
Find out how you can deactiva

24

4

Hi Nils Gruschka,

Your Twitter archive is ready for you to download and
view using your desktop browser. Make sure you
download it before Feb 15, 2023, 9:10:53 AM.

If you didn't request this information, follow these
steps to secure your account.

I

Thanks,

Twitter

T T T .l
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Image source: https://www.flaticon.com/free-icons/files-and-folders Page 7
https://www.flaticon.com/free-icons/clock
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“The Past” {

"accountTimezone" : {
] "accountId" : "$id",
F/rstRequestfrom 2018 "timeZone" : "Pacific Time (US & Canada)"
}

= Collection of JSON files )

= Machine readable
= Hard to understand for users

= Accuracy of data

= Time zone incorrect
= Age: 13 - 54, > 65

= Data minimization
= previous email address (was changed several month before)
» |P address during account creation (was created 3 years before)
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“The Past”

First Request from 2018

* |ncludes images used in Tweets
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, Twitter's Privacy Center

“The Present”

[ coo \
; AN Here is the information from your archive
econ equeS In which may be most useful to you.
As this information is not all the data

Your privacy options
from your archive, please open this folder ‘ g

You have a wide range of privacy settir
» if you want to see all the data that we
have included. An explanation for each

= Information inside JavaScript files I
= Rendered to HTML file - dashboard

= From the README.txt:

" Also note that the HTML renderer
only includes a subset of the
data included in the archive. To
see all the data included in the window.YTD.account_timezone.part0 = [
archive, please navigate the JSON ¢

"accountTimezone" : {

files located in the “data” "accountId" : "$id$",
"timeZone" : "Pacific Time (US & Canada)"
folder. ¥

}

]
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“The Present”

Second Request in 2023

= |n addition to own media files:

» 3000 standard emojis are
included (as PNG and SVG)
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“The Present”

Second Request in 2023

= Data minimization

= previous email address (was changed several years before)
= |P address during account creation (was created 8 years before)
= README.txt states storage duration for some data types, but not all

* We keep your profile information and content for the duration of your account.

* We generally keep other personally identifiable data we collect when you use our products and
services for a maximum of 18 months.

W Privacy Policy
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“The Present”

Second Request in 2023

= Accuracy
= Time zone incorrect
= Age range correct
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Comparison with Verification Accounts

= Accuracy:
= V1: wrong time zone
= V2: no time zone information
= V3: correct time zone
= V4: no time zone information

= V1: gender incorrect (guessed by Twitter)
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Comparison

Past vs. Present

Accuracy ? ?
Human readable — +
Machine readable + ?

Data minimization — —
Timeliness + F

UNIVERSITY
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Advertisement and Tracking

DraperHero @HeroDraper - January 22, 2023 - 7:41 PM Wirtschaftskammer Osterreich @WKOe - August 28, 2022 - 2:58 PM
¥4 Congrats #Germany t, you ranked [[i] for supporting #entrepreneursc, ® Schadenersatzforderung wegen #GoogleFontsz, was tun? Ist dein
#innovation o7 & #tech o; startups - let's keep rising to the top! How did your Unternehmen auch von einem Abmahnungsbrief betroffen? Im Webinar wird
country rank in the Global Draper Innovation Index? EXPLORE: unsere Expertin deine Fragen beantworten. Jetzt kostenlos anmelden:

https://t.co/DaaZvo)HkI @ 7 Mo., 29. August, 15:00 - 16:00 Uhr

https://t.co/NewzCcOtR2 7. #BeYourOwnHero g https://t.co/2zNhhhFkBt 7
https://t.co/YZx552WpSO o2

View ad on Twitter s ) )
View ad on Twitter o3

¥ Hide details

¥ Hide details
Age 21 and up Keywords innovation
Locations Munich Locations Austria
Candy Crush Saga @CandyCrushSaga - January 16, 2023 - 3:01 PM
Can you complete all the moves? 0G C5:G0 @0Gesgo - November 13, 2022 - 6:03 PM
View ad on Twitter ¢ Be part of the team. Follow @0Gcsgo . hitps://t.co/b0)64keOlf s
View ad on Twitter 3
¥ Hide details
¥ Hide details
Age 18 and up
List 5568 (Device Id)
Locations Germany
OS versions Android Marshmallow and above
Platforms Android
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Advertisement and Tracking

= Some ads were selected based to the location (= city)
= L ocation was never specified
= Twitter has derived location obviously from geolocation
= This is true even for temporary locations

Information about used device is used

» Age is used for advertisement, but not always comprehensible
» Age info (in data export): 13 — 54
= Ad ages: 21 and up /18 and up

= Sometimes no explanation given
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Twitter’s Privacy Statement

Comparison with data export

Personal data (display nhame, email address, etc.) X

Authentication information -

Usage Information (e.g., tweets) X
Device Information (x)
Location Information (x)
Inferred ldentity ?
Advertisement (x)

Cookies and similar technologies -
Twitter’s partners / Third parties -
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Conclusion

What have we learned?

» Process of requesting data:
» Usability acceptable (possibly except ZIP handling)
= no further identification required

= Changes from 2018 to 2023:

= Only few changes regarding the amount/accuracy of data

» Different data format/presentation: highly improved human readability, reduced machine
readability

= Completeness of data:
= Not all data included in the export
= Source of data not always stated (directly from user, derived, how derived)

= Future research required for more detailed analysis
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