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Motivation

Data Subject Rights in the GDPR
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Subject Access Requests

Many well-known Issues (partly historic)

▪ Poor usability of request interface

▪ Excessive identity check

▪ Long processing time

▪ Denial of access

▪ Large information size

▪ Information hard to understand

▪ Poor usability of request interface

▪ Excessive identity check

▪ Long processing time

▪ Denial of access

▪ Large information size

▪ Information hard to understand
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https://theintercept.com/2022/03/27/amazon-personal-data-request-dark-pattern/
https://www.theverge.com/2019/1/27/18195630/gdpr-right-of-access-data-download-facebook-google-amazon-apple
https://www.itpro.com/general-data-protection-regulation-gdpr/32141/twitter-faces-gdpr-probe-for-refusing-to-comply-with
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Has the situation improved?

5 years after the GDPR has become enforceable 
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Methodology

Twitter Accounts used in the study

2015 20202016 2017 2018 2019 2021 2022 2023201420132012201120102009

Reference Account

Verification Account 1

Verification Account 2

Verification Account 3

Verification Account 4
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Methodology

Analysis Criteria

▪ Compliance with the GDPR:

▪ Accuracy (Art. 5): accurate and up to date

▪ Format of personal data (Art. 12) : easily readable and accessible

▪ Structured format (Art. 20): machine-readable format

▪ Data minimization (Art. 5): storage duration, purpose

▪ Timeliness (Art. 12)

▪ Compliance with Twitter’s privacy statement
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Request your Data from Twitter

Image source: https://www.flaticon.com/free-icons/files-and-folders

https://www.flaticon.com/free-icons/clock

https://www.flaticon.com/free-icons/files-and-folders
https://www.flaticon.com/free-icons/clock
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“The Past”

First Request from 2018

▪ Collection of JSON files

▪ Machine readable

▪ Hard to understand for users

▪ Accuracy of data

▪ Time zone incorrect

▪ Age: 13 – 54, > 65

▪ Data minimization

▪ previous email address (was changed several month before)

▪ IP address during account creation (was created 3 years before)

▪ Collection of JSON files
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▪ Hard to understand for users
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“The Past”

First Request from 2018

▪ Includes images used in Tweets▪ Includes images used in Tweets
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“The Present”

Second Request in 2023

▪ Information inside JavaScript files

▪ Rendered to HTML file → dashboard

▪ From the README.txt:
▪ Also note that the HTML renderer 

only includes a subset of the 

data included in the archive. To 

see all the data included in the 

archive, please navigate the JSON 

files located in the “data” 

folder.

▪ Information inside JavaScript files

▪ Rendered to HTML file → dashboard

▪ From the README.txt:
▪ Also note that the HTML renderer 

only includes a subset of the 

data included in the archive. To 

see all the data included in the 
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files located in the “data” 

folder.
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“The Present”

Second Request in 2023

▪ In addition to own media files:

▪ 3000 standard emojis are 

included (as PNG and SVG)

▪ In addition to own media files:

▪ 3000 standard emojis are 

included (as PNG and SVG)
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“The Present”

Second Request in 2023

▪ Data minimization

▪ previous email address (was changed several years before)

▪ IP address during account creation (was created 8 years before)

▪ README.txt states storage duration for some data types, but not all

▪ Data minimization

▪ previous email address (was changed several years before)

▪ IP address during account creation (was created 8 years before)

▪ README.txt states storage duration for some data types, but not all
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Comparison with Verification Accounts

“The Present”

Second Request in 2023

▪ Accuracy

▪ Time zone incorrect

▪ Age range correct

▪ Accuracy

▪ Time zone incorrect

▪ Age range correct

▪ Accuracy:

▪ V1: wrong time zone

▪ V2: no time zone information

▪ V3: correct time zone

▪ V4: no time zone information

▪ V1: gender incorrect (guessed by Twitter)

▪ Accuracy:

▪ V1: wrong time zone

▪ V2: no time zone information

▪ V3: correct time zone

▪ V4: no time zone information

▪ V1: gender incorrect (guessed by Twitter)
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Comparison

Past vs. Present

2018 2023

Accuracy ? ?

Human readable – +

Machine readable + ?

Data minimization – –

Timeliness + +
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Advertisement and Tracking
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Advertisement and Tracking

▪ Some ads were selected based to the location (= city)

▪ Location was never specified

▪ Twitter has derived location obviously from geolocation

▪ This is true even for temporary locations

▪ Information about used device is used

▪ Age is used for advertisement, but not always comprehensible

▪ Age info (in data export): 13 – 54

▪ Ad ages: 21 and up / 18 and up

▪ Sometimes no explanation given

▪ Some ads were selected based to the location (= city)

▪ Location was never specified
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▪ This is true even for temporary locations

▪ Information about used device is used

▪ Age is used for advertisement, but not always comprehensible

▪ Age info (in data export): 13 – 54

▪ Ad ages: 21 and up / 18 and up

▪ Sometimes no explanation given



Page 17

Twitter’s Privacy Statement

Comparison with data export

Included in Data Export

Personal data (display name, email address, etc.) x

Authentication information -

Usage Information (e.g., tweets) x

Device Information (x)

Location Information (x)

Inferred Identity ?

Advertisement (x)

Cookies and similar technologies -

Twitter’s partners / Third parties -
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Conclusion

What have we learned?

▪ Process of requesting data:
▪ Usability acceptable (possibly except ZIP handling)

▪ no further identification required

▪ Changes from 2018 to 2023:
▪ Only few changes regarding the amount/accuracy of data

▪ Different data format/presentation: highly improved human readability, reduced machine 
readability

▪ Completeness of data:
▪ Not all data included in the export

▪ Source of data not always stated (directly from user, derived, how derived)

▪ Future research required for more detailed analysis
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